



































































































































Lecture 6
Recap
Nice properties of Dp
Composition

Post Processing

Group Privacy

Interpreting DP

Solving Seletion Problem with DP



Definition Differential privacy

It is E differentially private if
for all neighbors X and X
for all subsets E of outputs

PLANE E e ee BEACHEET
t

How small can he be

Id



Adaptive
Composition of 2 mechanisms

suppose Ae X Ye is EEDP
As 41 19 Yz satisfiesee op

Then ACH a Aix Htt
A Alas
return Cai.az

is Est Ea DP



Composition of K algorithms Az Ak
The choice of Az A tz output

The adaptive composition of Ae Aia
is CEE Ei
where each.lt sE DP

Proof by induction



Post processing Lemma
post processing

Iv
x F a b

Dp
Iemma If A X i Y is E DP

then B Ac is EDI forany BY
Proof Fix X x

neighbors any event Ee Y
First focus on B that is deterministic
A Let B E at Bca c ECase

PIBLACH c E PEA C BCED
G DP of A E etBEACH c B CED

eepLBCAcx.DEEI
for 13 to randomized Bla f Ca RaL sources ofdeterministic randomness

ACx Atx R is E DP by composition
IndependentofX
O DP

B Ata f Aaa R is e pp by postprocessing
Lemma

deterministic GDP of case I



Group Privacy What is revealed about K people
Lemma Let Ai Xn Y be eDP_
If X and X differ by K records

then for any E E Y

PLAINEEI E e PIA EE

Proof by picture

same.EE E7g
X

MIACx t c E see PEACxci.us ee
Hanford

RIACx c E s ekePEACH EE

Observation Any pair of data sets X I
differ by at most n records

MACNEE senePEACE EE

If Earth two prob are almost the same
No useful info is released



Interpreting Differential Privacy

What should privacy mean

Naive hope

Youcannollearnanythingaboutmei



Alice is a smoker

Smoking Lung Cancer

But we learn about this whether or not
Alice's data is in the study



Differential Privacy Implication

weie.me i.ie
am

hi.w
o

a9I

I
Formalize w Bayesian feats

prior PIX show
PIXLAHT.gePfHAeI

Frank McSherry blog post
posterior



Variations on DP

Additive variation
g
Stability property

PEACH c E E PEACH c E 8
AndFEive approx

Still has composition postprocessing groupprivacy

If 8 s PEACH EE lPEAC HE
tax

then A is not useful



LEE Algorithm

Nsg Xz Xz Xn

For each 2 1 n

Release Y L
w p S

I w p Ct 8

for 8 in order of the e.g
2

NS.gexposes dividudsdI aathe clear
Approximate DP

If neighbors X x EE'T

KIAex c E s PEACH C E g
CES differential privacy

8 for A to be meaningfully private



Selection Problem
Heavy Hitter
Example A set of websites 1 d

list pagesEach user submits Xi E EI d
they visit

Winner website with the highest score a VjC Et ad
qty x l if 8 EX u

user visitingminimizes Error
may Gtix GCAthix

scoreRandomizedResponse on each Xi
Laplace mechanism on 8 s

webseeHow muchnoise do you add I
igd err scales w d

exp mech has err scaly rind



Example 2 Pricing a digital good

Selling an app what price
n people's valuations How much are they willing

to pay
X

Revenue
3 people

ofCp x p 2 4277 me 1

Error
map's ftp.x glaad x

1 1

Xs I
1 44 4.01

g
optimal price



Formulation Selection problem

Yi possible outcomes

of xXI R score function
measures how good y is on dataset X

G is d sensitive if It get
fly has Gsg so

exponential Mechanism Aemfx G E a

Output an outcome y with prob
QE

exp fiftyD
proportionalto

When is the prob distribution well defined
1 Finite Yi PEACHY exp aging

with Cx Ig expl.IT qty x7
2 Infinite Y or Continuous Y

dq xis well defined


